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Top 10 Project

m started in 2003
m Released on 2004, 2007, 2010
B 2013 Release Candidate is available.
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Top 10 Project

m It's About Risks, Not Just Vulnerabilities

B New titleis : "The Top 10 Most Critical Web
Application Security Risks”

B Based on the OWASP Risk Rating Methodology
m Used to prioritize Top 10
m Various Data Sources

» Aspect Security, HP(Fortify&WebInspect),
Minded Security, Softtek, TrustWave Spiderlab,
Veracode, WhiteHat Security




OWASP Top 10 Risk Rating Methodology
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OWASP Top10 Risk (2004 ~ 2010)

2004 2007 2010
Al Unvalidated Input Cross Site Scripting Injection
(New, Removed in 2007) (A4—AL) (A2—A1)
A2 Broken Access Control Injection Flaws Cross Site Scripting
(New, Removed in 2007) (A6—A2) (A1—A2)
Broken Authentication and Session . . . Broken Authentication and Session
A3 M ; Malicious File Execution M i
anagemen (New, Removed in 2010) anagemen
(New) (A7—A3)
A4 Cross Site Scripting Insecure Direct Object Reference Insecure Direct Object Reference
(New) (New) (A4—A4)
A5 Buffer Overflow Cross Site Request Forgery Cross Site Request Forgery
(New, Removed in 2007) (New) (A5—A5)
A6 Injection Flaws Informat|on‘ Leakage and Improper Security Misconfiguration
(New) Error Handling (New)
(New, Removed in 2010)
. Broken Authentication and Session .
A7 {ngvto)roper Error Handling Management {/gs;%yre Cryptographic Storage
(A3—A7)
A8 Insecure Storage Insecure Cryptographic Storage Failure to Restrict URL Access
(New) (New) (A10—A8)
A9 Application Denial of Service Insecure Communications Insufﬂc!ent Transport Layer
(New, Removed in 2007) (New, Removed in 2010) PrOteCtlon
(New)
A10 Insecure Configuration Management | Failure to Restrict URL Access Unvaildated Redirects and Forwards
(New, Removed in 2007) (New) 7 (New)
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OWASP Top Ten (2013 Edition)

A2: Broken
Authentication A3:Cross-Site
and Session Scripting (XSS)
Management

A4: Insecure
Direct Object
References

Al: Injection

A7: Missing A8:Cross Site
Function Level Request Forgery
Access Control (CSRF)

AS5: Security AG6: Sensitive
Misconfiguration Data Exposure

A9: Using A10:
Known Unvalidated
Vulnerable Redirects and
Components Forwards

- https://owasp.org/index.php/Category:OWASP Top Ten Project

OWASP

The Open Web Application Security Project

hup://www.owasp.org
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Mapping from 2010 to 2013 Top 10

A1l — Injection = A1l —Injection

A3 — Broken Authentication and Session Management TAZ — Broken Authentication and Session Management
A2 — Cross Site Scripting (XSS) \LAB — Cross Site Scripting (XSS)

A4 — Insecure Direct Object Reference — A4 —Insecure Direct Object References

A6 — Security Misconfiguration 1‘ A5 — Security Misconfiguration

A7 — Insecure Cryptographic Storage - Merge with A9 > - A6 — Sensitive Data Exposure (NEW)

A8 — Failure to Restrict URL Access — Broaden into — -+ A7 — Missing Function Level Access control (NEW)
A5 — Cross-Site Request Forgery (CSRF) ‘1, A8 — Cross-Site Request Forgery (CSRF)

<Buried in A6: Security Misconfiguration> 4 A9 — Using Known Vulnerable Components

A10 — Unvalidated Redirects and Forwards — A10 — Unvalidated Redirects and Forwards

A9 — Insufficient Transport Layer Protection = Merged with 2010-A7 into new 2013-A6




What Changed From 2010 to Aﬁ& ?

1. Broken Authentication and Session Management
 2010-A3 — 2013-A2

2. CSRF
« 2010-A5 — 2013-A8
3. . 2013-A7: Missing Function Level Access Control

‘broaden - . 9010-A8: Failure to Restrict URL Access

4, WZOB-A& Sensitive Data Exposure

« 2010-A7: Insecure Cryptographic Storage & 2010-A9:Insufficient
Transport Layer Protection

» Adding browser side sensitive data risks

5. imt 2013-A9: Using Known Vulnerable Components

« A part of 2010-A6:Security Misconfiguration
« The growth/depth of component based development
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» OWASP 7I0|E ZA : 71 7I0|E, HAE 7I0|E &
= https://www.owasp.org/index.php/OWASP Guide Project

» OWASP ASVS(Application Security Verification Standard) =&
» https://owasp.org/index.php/ASVS

» 28 20| = HE EOH HEHE ALE
= OWASP ESAPI(Enterprise Security API)
= http://www.owasp.org/index.php/ESAPI

m O|Z2|#0|M Z E(Review)
» WEHEAHZIIA {EE|AHO|H 2Ot AES ALY
» OWASPQO| Z}o|E2}olo| w2t &I & AES| =Lt
= OWASP [ E2|H/ 7I0|E:
http://www.owasp.org/index.php/Code Review Guide
= OWASP H|AE| 7}0|E:
http://www.owasp.org/index.php/Testing Guide
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https://owasp.org/index.php/ASVS
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mTop 10 ot= HA
» 2004 : Hj AL (Jeremy Bae)
RPLUS

» 2007 : SECURITY
mTop 10 for 2013 ot= HY
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Suggestion




